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 For various reasons, circumstances might arise in which an investigator, enlisting 
the help of a system administrator, needs access to an instance of MySQL that is 
password protected by an individual system user. If this password is unknown and the 
user is uncooperative or unavailable, alternative means must be utilized to gain access to 
the data stored within the program. Two main approaches will be explored, each with its 
pros and cons. In one case, the password can be bypassed entirely, granting the 
investigator unfettered access to the program data. The second method allows a narrower 
look at only some of the data. Either method will give the investigator, at least to some 
extent, the opportunity to overcome the problem of a missing or uncooperative system 





























 Since MySQL employs a password to protect the information stored by the user, 
problems can arise if said user forgets the password, becomes unavailable, or uses the 
program for nefarious purposes and thus becomes uncooperative in providing the 
password to his or her superiors for investigation. As such, it is prudent to search for 
ways in which a user with higher system permissions can bypass the password. This 
would allow for an investigator to engage in his or her investigation or data recovery 
effort without the need to elicit the cooperation of the user. 
 
1.2 Objective 
 In response to the aforementioned problem, two methods will be explored that 
allow an investigator to bypass the password requirement imposed by lower level system 
users running the database management system MySQL. 
 
1.3 Approach 
 Two main approaches will be explored in this thesis. Either way will result in 
access to at least some of the stored data as well as a history file that shows the command 
history of MySQL. The first method requires that the program files be copied into a new 
instance of MySQL on another machine (or virtual machine) where the password is 
known. This will reveal the databases and their entries exactly as they would appear 
should the password be entered on the original instance of MySQL. 
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 The second technique involves looking at the raw program data files and sifting 
through the encoding to obtain information of interest. This method reveals table 
structure and some of the entry data. However, it does not provide a complete view of the 
database as not all data types are encoded in the program data files in a manner easily 
readable by unaided human eyes. 
 
1.4 Organization of this Thesis ! Chapter!2!covers!background!information!concerning!different!user!roles!in!a!computer!system!as!well!as!the!security!applied!by!the!MySQL!program!itself.!Chapter!3!describes!in!detail!the!two!methods!by!which!an!investigator!can!bypass!the!password!prompt!in!MySQL!and!demonstrates!that!these!methods!are!effective.!Chapter!4!provides!a!concluding!overview!of!the!thesis.!  
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2. BACKGROUND 
2.1 Permission Levels 
When dealing with computer security, one should realize that there are different 
levels of access. An individual user typically has access only to his or her files on the 
computer and often is not allowed to access system files or make substantial changes to 
the system. This responsibility and privilege falls to the system administrator who has a 
“master key” of sorts in the form of an administrative password. This password grants the 
administrator access to nearly every aspect of the system, including both user and system 
files. In some ways, this makes sense. The system administrator is typically employed by 
the entity that owns the system. As such, the administrator should have full access to all 
files on the system to perform duties ranging from simple maintenance to investigations 
to intrusion detection and everything in between. On the other hand, this lends itself to a 
clear lack of privacy on the part of the individual user. Though the user has a password 
for his or her account and may even have a password to access certain programs or files 
within that account, the system administrator can often bypass such safeguards with the 
aforementioned “master key.” Such a situation arises with one of the most widely used 
open-source relational database management systems – MySQL.[1] 
 
2.2 MySQL Security 
Upon initial setup, MySQL prompts the user to set a password that is intended to 
prevent unauthorized access to the program or, more accurately, to the information stored 
by the program. Failure to enter the correct password results in “access denied” errors 
that prevent the user from accessing the databases or the information stored within them. 
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This is good in order to promote security and confidentiality, but problems arise should 
the password be forgotten or the password holder hide unscrupulous behavior within the 
MySQL program and refuse to divulge the password upon questioning. If there is a way 
to bypass the password requirement, then the data can be recovered from either scenario, 
but it could also be recovered, potentially, by unauthorized persons. 
Some systems, such as those used in this thesis, require system administrator 
privileges in order to install MySQL. As such, the system administrator could set the 
password for MySQL. However, this thesis rests on the idea that the system user is 
allowed to set the password. !  
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3. APPROACH 
3.1 Two Approaches 
Investigation into the MySQL database reveals that there are at least two ways to 
recover the password-protected information, and the two known ways will be discussed 
in the following pages of this thesis. The first way, henceforth referred to as the “Copy 
Method,” involves invoking administrator access in order to manually copy program data 
files, while the second requires sifting through these files in a command line 
environment.[2] The Copy Method is preferred as it produces the information in an easily 
readable format and appears just as it would if the password to the program were known. 
However, the second way, henceforth termed the “Plainview Method,” has the potential 
to show entries that have been deleted from the table, allowing for historical look at the 
data. On the other hand, certain data types are not readable, or at the very least not easily, 
when looking directly at the program files, which appear “garbled” without the MySQL 
program to decode and display the information they contain. 
Regardless of which method is employed, the relevant system files are the same. 
While MySQL creates a number of files and folders, the only ones of interest are those 
associated with the stored data and data structures. Which files these are and where they 
are located depend on a number of factors concerning the version of MySQL being run 
and some of its configuration settings. The version of MySQL being used for this thesis 
was 5.5.32, meaning that by default the storage engine is InnoDB and the 
innodb_file_per_table option is turned off.[3] [4] Given these facts, the files of interest 
include the following: ibdata1, ib_logfile0, ib_logfile1, the db.opt file associated with 
each individual database, and all .frm files associated with each individual table within 
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the databases.[2] [3] Additionally, the file .mysql_history can be recovered to show a 
history of the command line inputs within the MySQL program.[5] The .mysql_history file 
is found in the home directory. The location for the other files can be found in the my.cnf 
file located in the /etc/mysql/ folder. By default on Linux, MySQL’s data and folder 
structure are found at /var/lib/mysql as indicated by the value of the “datadir” variable.[6] 
This is shown in Figure 1. 
 
 
Figure 1: Partial display of my.cnf file showing that the data directory (datadir) is 
/var/lib/mysql 
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The files listed contain the necessary data to reconstruct the databases and their 
associated entries. The metadata and the table data are stored in the ibdata1 file. It also 
contains the indexes for the tables that keep the data organized and available for retrieval. 
As their name suggests, ib_logfile0 and ib_logfile1 are log files that help MySQL 
recovery from crashes by keeping record of commands that made or attempted to make 
changes to the tables.[3] Each database has one db.opt file and, assuming it has any tables, 
at least one .frm file. The db.opt file contains configuration information about the 
database.[3][7] There will exist one .frm file for every table created within a database. This 
.frm file stores metadata about its table. Because the InnoDB engine also stores this 
metadata in the aforementioned ibdata1 file, it is not always necessary to include the .frm 
files just to view the database as it was. It is recommended, however, as having these files 
may be required in order to do a backup at a later date, should that prove to be necessary. 
Including them in the move with the other files is the safest option since it keeps the file 
structure as similar to the original instance of MySQL as possible.[3] 
 
3.2 The Copy Method 
3.2.1 Procedure of the Copy Method 
The essence of the Copy Method is to use system administrator privileges to 
access the relevant program files where MySQL stores the data and the table structures 
and references. These files are then copied into another instance of MySQL the password 
of which is known. The source files (those being copied) will replace any identically 
named existing files in the new instance of MySQL. It is important to note, then, that this 
new instance of MySQL must be a clean instance and not have any databases, tables, or 
! 8!
entries associated with it. It is vital that the folder structure and the permissions for each 
file and folder be observed as well. This technique is dependent on putting the files where 
MySQL will expect them to be when it is run and commanded to use a certain database 
and table. In a sense, the second instance of MySQL is being tricked into reading files 
that it never created but that somehow just showed up in its file structure. The following 
example should be followed in order to illuminate the details of the Copy Method along 
with its associated commands. 
The first virtual machine is the source; that is, it has the files the investigator is 
interested and is the instance of MySQL protected by the password unknown to the 
investigator. It was set up with the password “password00” and a few databases, tables, 
and entries, as demonstrated in part below. 
mysql> create database Dogs; 



















































































&Known!Date! Encoding!in!ibdata1!File!2013`01`01!!!! ??!!2013`01`02!!!!!! ??”!2013`01`03!!!!!! ??#!2013`01`05!!!!!! ??%!2013`01`31!!!!! ???!2013`02`01!!!!!! ??A!2013`02`02!!!!!! ??B!2013`02`03!!!!!! ??C!2013`03`03!!!!!! ??c!2013`03`29!!!!!! ??}!2013`04`03!!!!!! ???!2013`04`04!!!!!! ???!2013`05`05!!!!!! ???!2013`12`01!!!!!! ???!2012`01`01!!!!!! ??!!!While!there!does!seem!to!be!some!sort!of!pattern!here,!current!research!has!not!yielded!anything!definitive!enough!to!be!able!to!allow!one!to!decode!a!Date!entry!directly!from!the!ibadata1!file.!Further,!some!encodings!seem!to!involve!characters!that!do!not!visible!appear!when!printed!to!the!screen.!Reading!on,!one!can!see!“LightningGreyhoundMAdolescent”!and!can!again!infer!that!this!is!the!name,!breed,!
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sex,!and!age,!with!similar!encodings!following!for!the!weight!and!dates!as!just!described.!Looking!farther,!“JaneDoe”!is!seen.!Even!though!this!does!not!appear!in!the!table!(which!is!shown!for!comparison!in!Figure!16),!it!is!still!in!the!ibdata1!file.!This!is!because!an!UPDATE!command!was!done.!When!a!command!such!as!UPDATE!or!DELETE!is!given,!the!data!remains!in!ibdata1!but!does!not!display!in!the!table!when!called!from!the!MySQL!program.!
!!
Figure&16:&The&data&entries&for&the&Strays&table&of&the&Dogs&database&after&the&
UPDATE&command&was&executed&
& &
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4.&CONCLUSION&
4.1&Summary&
& There!are!times!when!an!investigator!may!need!access!to!the!data!stored!in!MySQL!but!may!not!have!the!individual!user’s!password!to!the!program.!Whether!the!user!is!simply!unavailable!or!perhaps!under!investigation,!the!investigator!may!need!to!use!the!higher!permissions!of!the!system!administrator!to!bypass!the!user’s!password.!This!thesis!explains!two!methods!that!help!achieve!this!goal.!The!Copy!Method!copies!the!system!files!to!a!new!instance!of!MySQL!and!totally!defeats!the!password!protection.!The!Plainview!Method!looks!at!the!system!files!through!the!command!line!and!provides!a!narrow!view!that!reveals!some!of!the!data.!!
4.2&Contributions&! The!methods!explored!in!this!thesis!provide!powerful!tools!to!the!investigator!needing!to!gain!access!to!a!user’s!MySQL!database!without!the!need!for!the!user’s!cooperation.!This!is!useful!in!cases!of!emergency!where!the!user!is!unavailable!or!where!the!user!is!under!investigation!(and!thusly!unaware!of!or!uncooperative!with!the!investigation)!and!the!data!stored!in!MySQL!is!believed!to!be!relevant.!It!should!be!noted,!however,!that!this!could!also!be!considered!a!vulnerability!in!MySQL’s!security!as!someone!with!administrative!access!could!use!the!above!methods!for!nefarious!means!without!the!consent!of!the!system’s!owner.!!
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4.3&Future&Work!! An!exploration!of!exactly!what!permission!levels!are!needed!on!the!folders!and!files!to!be!copied!and!accessed!in!the!Copy!Method!would!enhance!that!approach!so!that!higher!permissions!than!are!necessary!would!not!be!set.!It!is!generally!accepted!that!files,!like!users,!should!be!given!only!the!level!of!access!that!is!truly!needed.!While!it!at!first!appeared!that!copying!the!files!higher!into!the!folder!structure!(to!a!less!protected!folder)!before!transferring!them!to!the!clean!machine!was!a!necessary!step!so!that!sftp!could!be!used,!further!investigation!has!suggested!the!possibility!of!alternative,!less!tedious!methods.!Further!study!on!the!patterns!formed!by!the!Date!data!types!in!the!ibdata1!file!would!prove!useful!if!it!revealed!a!reliable!way!to!decipher!the!encoding!methods.!Along!the!same!lines,!testing!with!the!rest!of!the!data!types!supported!by!MySQL!database!to!study!their!encodings!would!provide!useful!information!that!would!also!enhance!the!effectiveness!of!the!Plainview!Method.!& &
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